Abstract-New infinite classes of almost bent and almost perfect nonlinear polynomials are constructed. It is shown that they are affine inequivalent to any sum of a power function and an affine function.
I. INTRODUCTION
V ECTORIAL Boolean functions are used in cryptography, more precisely in block ciphers. An important condition on these functions is a high resistance to the differential and linear cryptanalyses, which are the main attacks on block ciphers. The functions with the smallest possible differential uniformity (see [2] ) oppose an optimum resistance to the differential attack [3] . They are called almost perfect nonlinear (APN). The functions achieving the maximal possible nonlinearity (see [4] , [5] ) possess the best resistance to the linear attack [6] and they are called almost bent (AB) or maximum nonlinear.
Up to now, in the study of APN and AB functions the main attention has been paid to power mappings and all known constructions of APN and AB functions happen to be equivalent to power functions (see, for example [7] , [8] - [12] ). Recall that functions and are called equivalent if either or (in case is a permutation) for some affine functions , and , where and are permutations. We shall say that two functions and (with affine, being permutations) are extended affine equivalent (EA-equivalent). In this paper we give the first theoretical constructions of APN and AB polynomials which are inequivalent to power mappings. In these constructions, we apply the transformation of functions given by Carlet, Charpin and Zinoviev (see Proposition 3 in [13] ) to the Gold APN and AB mappings [14] , [2] . This transformation leads to an equivalence relation of functions that we call the Carlet-Charpin-Zinoviev equivalence (CCZ-equivalence). CCZ-equivalence corresponds to the affine equivalence of the graphs of functions, i.e., functions and are CCZ-equivalent if and only if, for some affine permutation, the image of the graph of is the graph of the function . CCZ-equivalence preserves the nonlinearity, the differential uniformity of functions and the resistance of a function to the algebraic cryptanalysis [15] . It could be expected that CCZ-equivalence coincides in practice with the equivalence mentioned above. The present paper aims at proving and illustrating that CCZ-equivalence is more general.
The next section contains all the necessary definitions related to vectorial Boolean functions, including EA-equivalence, APN and AB properties.
In Section III, we give the definition of CCZ-equivalence, we describe its main properties and we show its connections with EA-equivalence.
We give some results related to a classification of functions CCZ-equivalent to the Gold mappings in Section IV. Theorems 1, 2, and 4 in Section V present constructions of AB and APN polynomials which are EA-inequivalent to power functions and Theorem 3 presents an APN function EA-inequivalent to all known APN mappings. This paper is a completed version of an extended abstract published in [1] . In particular, Theorem 4, the Proof of Theorem 3 and some properties of CCZ-equivalence were not included in the extended abstract. [16] ) and in case of equality is called almost bent or maximum nonlinear. For any AB function , the Walsh spectrum equals as proven in [4] . For EA-equivalent functions and , we have and if is a permutation then (see [13] ). Therefore, if is APN (resp., AB) and is EA-equivalent to either or (if is a permutation), then is also APN (resp., AB). Table I (resp., Table II ) gives all known values of exponents (up to EA-equivalence and up to taking the inverse when a function is a permutation) such that the power function is APN (resp., AB).
II. ALMOST-PERFECT NONLINEAR AND ALMOST-BENT FUNCTIONS
Every AB function is APN [4] . The converse is not true since AB functions exist only when is odd while APN functions exist for even too. Besides, in the odd case, the Dobbertin APN function is not AB as proven in [9] . Also the inverse APN function is not AB since it has the algebraic degree while the algebraic degree of any AB function is not greater than (see [13] ). When is even, the inverse function is a differentially 4-uniform permutation [2] and has the best known nonlinearity [21] , that is (see also [9] , [22] ). When and , the functions and also have the best known nonlinearity [14] , [18] and when and is odd, these functions have three valued Walsh spectrum ( [2] , [23] ).
III. CARLET-CHARPIN-ZINOVIEV EQUIVALENCE OF FUNCTIONS
For a function from to itself, we denote by the graph of the function
The property of stability of APN and AB functions given in Proposition 3 of [13] leads to the definition of the following equivalence relation of functions.
Definition 1 (CCZ-Equivalence):
We say that functions are Carlet-Charpin-Zinoviev (CCZ)-equivalent if there exists a linear (affine) permutation such that .
We shall consider only the case of linear functions, but all proofs for the statements related to the CCZ-equivalence can be easily extended for the case of affine functions too.
A linear function can be considered as a pair of linear functions such that for all
. Then for a function we have , where
Hence, the set is the graph of a function if and only if the function is a permutation. If and are permutations then , where , and the functions and are CCZ-equivalent.
In the proposition below, we give a slightly different approach to the CCZ-equivalence, that we shall use in the constructions of APN polynomials which will be EA-inequivalent to power functions. Recall that a set is transversal to a subgroup of if for any . We shall see that, to construct a function CCZ-equivalent but EA-inequivalent to the function , it is necessary that the subgroup in Proposition 1 is different from and as soon as we have a subgroup such that is transversal to we can find a linear permutation that . However, even if we have such a subgroup it is difficult to determine whether the resulting function is EA-inequivalent to .
The property of stability of APN and AB mappings (see [13] ) can be easily generalized to all functions (not necessarily APN or AB) as follows.
Proposition 2:
Let be CCZ-equivalent functions. Then and . In particular, is an APN (resp. AB) function if and only if is APN (resp. AB).
Proof: If are CCZ-equivalent, then for a certain linear permutation , where are defined by (1) and (2). For any we have where is the adjoint operator of (i.e., , for any ; if " " is the usual inner product, then is the linear permutation whose matrix is transposed of that of ). Hence, . The proof that for arbitrary functions is completely the same as in the case when one of the functions is APN (see [13] ).
Remark 1:
Obviously, CCZ-equivalence can be defined for functions between any two groups and . For a function we can consider the set of the values , and if the groups and are Abelian, then the discrete Fourier transform of can also be defined. In this more general case CCZ-equivalent functions again have the same differential and linear properties. One can find results related to nonlinear functions on Abelian groups in [24] , [25] .
Since CCZ-equivalent functions have the same differential uniformity and the same nonlinearity, the resistance of a function to linear and differential attacks is CCZ-invariant. CCZequivalent functions have also the same weakness/strength with respect to algebraic attacks. Indeed, let functions be CCZ-equivalent. Then , where are defined by (1) and (2) for a certain linear permutation . If there exists a nonzero function of low degree such that (3) then could be used in an algebraic attack [15] . The function has the same degree as and Relation (3) is equivalent to which implies by replacing by . Hence, could be used in an algebraic attack on , and vice versa. Therefore, the resistance of a function to algebraic attacks is also CCZ-invariant.
Since any permutation is CCZ-equivalent to its inverse then obviously the algebraic degree of a function is not CCZ-invariant (while it is EA-invariant as noted above). For example, if is a Gold AB function then and as proven in [2] . EA-equivalent functions are CCZ-equivalent and if a function is a permutation then is CCZ-equivalent to [13] . More precisely: such that is a permutation has this form. Indeed, being onto, it has also an -dimensional kernel, and being one to one, the kernels of and have trivial intersection. This proves that and that we can take . The following proposition gives a sufficient condition for a function to be EA-inequivalent to power functions.
Proposition 4:
Let be a function from to itself. If there exists an element such that , then is EA-inequivalent to power functions.
Proof: It is proven in [26] that for any power function and for any , either the function completely vanishes or it has exactly the algebraic degree . Thus, for any function which is affine equivalent to a power function, we have . Therefore, if is EA-equivalent to a power function then , for every .
IV. CCZ-EQUIVALENCE AND THE GOLD FUNCTIONS
In the propositions below we give a characterization of permutations when is a Gold function. This characterization is not complete but it is useful for constructions of new APN and AB polynomials. Hence, the function is a permutation if and only if every such that satisfies for some and .
V. NEW CASES OF AB AND APN FUNCTIONS
The next theorems show that CCZ-equivalent functions are not necessarily EA-equivalent (including the equivalence to the inverse). They lead to infinite classes of AB and APN polynomials, which are EA-inequivalent to power functions.
For the function and for any the set if is odd if is even is a linear hyperplane when is even and a complement of a linear hyperplane when is odd (see [29] or Proposition 5). We can use Proposition 1. For any the set if is odd if is even is a subgroup of such that is transversal to since .
Theorem 1: The function odd
is an AB function which is EA-inequivalent to any power function.
Proof: It is easy (but lengthy) to prove that for the linear mapping is an involution, that is, it is a permutation and . We have if if Since , then . The set is a complement of a linear hyperplane, hence the sum of any two elements from belongs to . Therefore, and by Proposition 1 the function is CCZ-equivalent to , where
The function is an involution (this proves again that it is bijective) since Therefore,
where
. By Proposition 2, the function is AB. It is not difficult to see that the algebraic degree of is 3 for . On the other hand and . It follows from Proposition 4 that is EA-inequivalent to any power function.
Remark 4:
It was conjectured in [13] that any AB function is EA-equivalent to a permutation. The AB function from Theorem 1 serves as a counterexample for this conjecture. It was checked by the help of a computer, that for no linear function on the sum is a permutation for the AB function . Thus, is EA-inequivalent to any permutation but it is CCZ-equivalent to the permutation . For even the existence of APN permutations on is an open problem. It is shown by Nyberg that there exist no quadratic APN permutations when is even [30] . But as we have seen the nonexistence of permutations EA-equivalent to the Gold functions does not mean yet that there exist no permutations CCZ-equivalent to them. 
We have
We consider the item with the exponent (8) from the first sum in (7). It is easy to see that since . In this sum only if . But then which is in contradiction with . Thus, the number given by this sum has the weight . The item with the exponent (8) does not vanish. Indeed, if there is another item in the first sum of (7) with this exponent then If then (6) is equal to another sum and we already showed that it is impossible. If then and while . Assume there exists an item in the second sum of (7) 
VI. CONCLUSION
We have shown that there exist APN and AB functions which are EA-inequivalent to power functions, and therefore, which are new, up to EA-equivalence. But these functions are CCZequivalent to the Gold functions. We leave two open problems: -finding classes of functions CCZ-equivalent to other known APN or AB functions, which would be EA-inequivalent to all known APN and AB functions (or even, inequivalent to power functions); -finding classes of APN or AB functions which would be CCZ-inequivalent to all known APN and AB functions (or even, CCZ-inequivalent to power functions).
Note Added in Proof
During the review process of this paper, an example of an APN function CCZ-inequivalent to power functions has been found by Y. Edel, G. Kyureghyan, and A. Pott [31] . After that, new infinite series of APN and AB functions have been constructed by L. Budaghyan, C. Carlet, P. Felke and G. Leander [32] .
